
Helping you spot and avoid scams

Take control of fraud risk 

Financial crime affects us all. By increasing your awareness of common fraud 
scams and trends, we are aiming to help you recognise the early warning 
signs of fraud attempts so that you can avoid becoming a victim of fraud.

We also have a dedicated Fraud and Security Centre on the SJP website 
which provides further information. You can find this by navigating to the  
‘Help and Support’ tab and selecting the ‘Online Security’ link.

What controls does SJP have in place to protect you?
We’re committed to informing and protecting you from financial abuse with 
proactive advice. We’d recommend that you always take time to consider 
the circumstances of what you are being asked to do. Your SJP Partner can 
help determine if a request is genuine or not.

What should I do if I think fraud may have occurred on my  
SJP investments?
If you think a fraud has occurred that involves your SJP investments or that 
your communications with SJP may be compromised, you should report it 
to your SJP Partner ASAP via telephone or face-to-face, providing as much 
detail as possible. Your SJP Partner will support you and refer your concerns 
to SJP’s Financial Crime Prevention team to investigate.

Reimbursement for Authorised Push Payment (APP) Frauds
A new regulation came into effect on 7 October 2024, meaning a victim of 
APP fraud (see opposite) is now eligible for a reimbursement of losses  
(up to a maximum of £85k). Claims are assessed on a case-by-case basis 
and subject to certain conditions. For more information, please visit the 
Payments Systems Regulator (PSR) site www.psr.org.uk. Please note that 
although SJP are not subject to this regulation, we will assess any loss from 
an SJP investment to ascertain whether reimbursement is appropriate. 

Common Scams
Payment card fraud: a term used for fraud committed using a 
payment card, such as a credit or debit card. The purpose may be 
to obtain goods or services or to make payment to another account, 
which is controlled by the criminal. Losses due to payment card  
fraud totalled £551.3 million during 2023.

Remote banking fraud: includes illicit activities that occur online 
such as: stealing digital banking details to gain unauthorised access 
to accounts, creating new accounts or taking over existing ones, 
unauthorised transactions and stealing sensitive information.  
Losses due to payment card fraud totalled £151.8 million during 2023.

Authorised Push Payment (APP) fraud: where you are advised that  
you have been a victim of fraud and told you need to move your money 
to another account quickly. During 2023 76% of APP fraud started online 
with losses of £459.7 million.

Cloning Fraud: Cloning fraud occurs when criminals impersonate a 
legitimate financial institution or adviser by copying key details such  
as adviser details, company names, registration numbers, email 
formats, logos, and even websites. These cloned identities are then 
used to deceive individuals into making financial transactions or 
revealing sensitive information.

*	All statistics taken from the UK Finance’s 2024 annual fraud report for 
losses during 2023
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http://www.psr.org.uk
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Remember, if you have any suspicions
	� Ask for additional information and compare details to your own 

independent research.
	� Spot and avoid scams on the Take Five to Stop Fraud website.
	� Check on the Citizens Advice website to see if something might  

be a scam.

How to spot and avoid these scams
	� Keep all passwords or passcodes secure and ensure they are of  

adequate strength. SJP recommend:
– minimum of 12 characters (Three random words - ncsc.gov.uk)
– align with NCSC guidance (Password policy - ncsc.gov.uk)
– use a Password Manager (Password manager guide - ncsc.gov.uk)

	� Ensure you have up to date antivirus software on your electronic devices.
	� Regularly check bank statements and immediately report any abnormal 

transactions that you don’t recognise 
	� If your credit card is unexpectedly declined, check your statement or 

contact your provider
	� If you receive post regarding a credit or debit card that you didn’t request, 

contact your provider
	� Beware of unexpected calls, texts or emails, often purporting to be from 

reputable companies
	� Dispose of any post containing sensitive personal information securely  

via a shredding machine.
	� Do not provide any personal details to other people unless you are sure  

of the identity of the person you are giving them to.
	� Independently verify that you are talking to the right person or company 

when receiving any unexpected calls.
	� If it sounds too good to be true, it probably is!

Taking a moment to 
stop and think before 
parting with your 
money or information 
could keep you safe.

Could it be fake?  
It’s ok to reject, refuse 
or ignore any requests. 
Only criminals will try 
to rush or panic you.

Contact your bank 
immediately if you 
think you’ve fallen for 
a scam and report it 
to Action Fraud.

STOP CHALLENGE PROTECT

https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0
https://www.ncsc.gov.uk/collection/passwords/updating-your-approach
https://www.ncsc.gov.uk/collection/passwords/password-manager-buyers-guide

